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#1 Payment fraud is surging

96%

of companies were
targeted by at least 1

fraud attempt N 7 1 %

3 60/0 IS the increase of
- companies
of victims of targeted by fraud

successful fraud lost

more than 1M dollars N 2023 vs 2022

1 & 3 - How many payment fraud attempts has your organization been targeted by in the past 12 months? Respondents: 266
2- What was the average financial loss of successful fraud incidents you experienced? Respondents: 255
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2022

96%

2023
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#7 Fraud has entered the Cyber Era

Top 3 fraud types

Wire transfer fraud

383%

Vendor Fraud

of companies were
targeted by cyber fraud CEO fraud

Top 3 channels used

Text Messages

Fake Websites

Phone Calls

1- Were any of the payment fraud attempts or successful attacks your organization experienced driven by cyber fraud? Respondents: 255

2- What types of fraud were you targeted by? Select all that apply. Respondents: 255
3- Which channels were used to perpetrate the attempts or successful fraud attacks in the past 12 months? Select all that apply. Respondents: 255
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#2 The traud domino eftect

66%

of companies would stop
doing business with an
organization if it fell victim
to payment fraud and lost
Its payment

Companies say one
of the top impacts
of fraud they're
afraid of Is:

1- Would you stop doing business with an organization if they fell victim to payment fraud and lost your payment? Respondents: 266
2- Outside of financial losses, what impacts of fraud keep you up at night? Pick your top three. Respondents: 266
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Damaged reputation with customers

Damaged reputation with investors

Tarnished relationships with suppliers

Fraud in the Cyber Era: 2024 Fraud Trends and Insights
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“One of our client’s vendors got his email

hacked. The fraudsters sent a change
request by erail. He paid two invoices to
thie traudsters. The fraud took a long time
to detect: the vendor thought payments
were [ate.

Thers wasatrial. Our client blamed his
vendor, saying the take information came
from its email servers. So these two
cormpanies that had worked together tor
marny years ended up in court. This is one of
the impacts of fraud that goes further than
the financial loss”
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#4 Companies are trapped in a “it won't happen

to me” mindset

of companies expect fraud However, only 28%
to increase have fraud prevention
software

1- Do you expect payment fraud to rise in the next 12 months? Respondents: 266
2- What defense measures do you have in place to fight payment fraud? Select all that apply. Respondents: 266
3- What defense measures do you have in place to fight payment fraud? Select all that apply. Respondents: 266
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The top defenses in place today are:

Double check

Dual approval processes

Segregation of duties

Fraud in the Cyber Era: 2024 Fraud Trends and Insights
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#5 Corporates arent sufficiently prepared
tor cyber-tfraud

A minority of companies think one of the top
challenges in fraud prevention is:

The rise in cyberattacks

—

of companies have seen fraud The growing sophistication of fraudsters and attacks

In the last 6-12 months

1- Has your budget for fraud prevention technology changed over the past 6-12 months? Respondents: 266
2- What is your biggest challenge when it comes to fraud prevention? Pick your top three. Respondents: 266

‘% Trustpair Fraud in the Cyber Era: 2024 Fraud Trends and Insights
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#6 From human only to automation first

42% 40% 30% 49%

O 0, 0, 0,

of companies say better of companies have have invested in of companies say their
training and education invested in fraud cybersecurity biggest challenge in
around payment fraud training training fighting payment fraud
risks and cybersecurity Is that employees don't
risks are the most valuable always follow fraud

strategies to fight fraud — _ prevention policies

1- Which of the following would be most beneficial in helping you minimize payment fraud in the next 12 months? Pick your top two. Respondents: 266
2- What defense measures do you have in place to fight payment fraud? Select all that apply. Respondents: 266

3- Has your organization given formal training on how to detect or prevent cyber fraud schemes? Respondents: 266

4- What is your biggest challenge when it comes to fraud prevention? Pick your top three. Respondents: 266

ﬁ Trustpair Fraudin the Cyber Era: 2024 Fraud Trends and Insights
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#/ Automation, the key to tighting fraud

_

of companies primarily use human
callbacks for account validation

_

... use manual emails.

1- How do you primarily handle vendor bank account validation? Respondents: 266

The top perceived challenges in
fraud prevention are:

Employees not following policies

Siloed processes blocking collaboration

Unreliable third-party data

2- What is your biggest challenge when it comes to fraud prevention? Pick your top three. Respondents: 266
3- Which of the following would be most beneficial in helping you minimize payment fraud in the next 12 months? Pick your top two.

Respondents: 266

'Q_@ Trustpair

For companies the most
beneficial measures against fraud
are:

Better education around fraud

Better education around cyber-risks

Increasing automation for prevention

Fraud in the Cyber Era: 2024 Fraud Trends and Insights
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Trustpair

“Fraud is now completely in
the digital era. We've seen the
shift from manual to digital
fraud: and now it's done. Fraud
is an industry. A mature and
equipped industry, with

specialized traudster
organizations.”
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Thaﬂl{ YOU () Trustpair J—

Secure BZsl?:{?ment, goodbye fraud.
Trustpair is4he leading payment fraud

lon platform.

With the platform, more than 250 companies
worldwide have already wiped out fraud.

alk to an expert

GOLD

202_2
ecovadis
‘g:t?rgginability

') Trustpair www.trustpair.com


https://trustpair.com/demo/
https://trustpair.com/demo/

